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4 easy steps

Download relevant resources (20 minutes)

Upload material and taxonomy to your notebook
(5 minutes)

Prompt (see page X for suggestions) (5 minutes)

Review response and adjust prompts, output and
create report (90 minutes)



&kl Download resources

- Download everything you need from one repository.
No submission of data needed. Truly a time saver.

(GO to https://github.com/jacobdjwilson/awesome-annual-security-
reports/tree/main/Annual%20Security%20Reports/2024

Thank you Jacob D J Wilson!

é) jacobdjwilson htif

[ Files

¥ main

AICD-Directors-Introduction-to-Al-
ASD-Cyber-Threat-Report-2024.pdf
Aon-Intangible-vs-Tangible-Risk-Report-2

Aon-Intangible-vs-Tangible-Tisk_Report

2024 Astrix-The-5State-of-Mon-Human-ldentity-Security

2025
BeyondTrust-Microsoft-Vulnerability-Report-2

|11 Cycode-5tate-of-Application-Sec...
0O Google-Cybersacurity-Forecast-2 BlackDuck-Global-5tate-of-DevSecOp 4.pdf
B Markdown Conversions 1 Blackpoint-Cyber-Annual-Threat-Report-2024.pdf
T

CONTRIBUTING.md
0 m CheckPoint-Cybersecurity-Report pdf
[ LICENSE

. Checkmarx-Future-of-Application-Security 4. pdf
[ README.md

Checkmarx-State-of-Software-Supply-Chain-Securit
Cisco-Privacy-Benchmark-Study 4. pdf
Cobalt-5tate-of-Pentesting-2024.pdf
Cofense-Annual-State-of-Email-Security pdf
ConductorOne-ldentity-Security-Outlook-Report-
CrowdStrike-Threat-Hunting-Report-2024.pdf

Crowdstrike-Global-Threat-Report-2024.pdf



https://github.com/jacobdjwilson/awesome-annual-security-reports/tree/main/Annual Security Reports/2024
https://github.com/jacobdjwilson/awesome-annual-security-reports/tree/main/Annual Security Reports/2024

F) Upload to NotebookLM

- Go to https://notebooklm.google.com

It’s a GenAl that provides answers based only on the resources
you feed it. It references your sources and helps you perform any
type of research. (It can even make you a podcast episode)

- Create a notebook and upload all your material.

- Remember to upload/link to your InfoSec Taxonomy.
| recommend VARISframework.org as it is used by Cyentia
Institute and Verizon

@ Cyber Security Industry Reports

Sources 10} Chat

Select all sources
Accenture (2019) Cost of cybe... O

Aon (2023) Cyber Resilience R... Cyber Security IndUStry Reports

Blackpoint (2024) Annual Thre...

CheckPoint (2024) Cyber S
eckPoint ( ) Cyber Secu + Add note

Checkmarx (2024) State of Sof... % Study guide

FAQ
Coalition (2023) Cyber Claims ...

El New s

f VERIS
Coalition (2024) Cyber Threat I...
Crowdstrike (2024) Global Thr...
Cyentia Institute (2022) Inform...
DNSFilter (2024) Annual Secur...

How do evolving attack methods affect va
ENISA (2024) Threat Landscap...



https://notebooklm.google.com/

ki Prompt the material

- Ask it to provide a summary or specific answer.

I’ve had splendid results with the following prompt:

Context: Doing an annual analysis of the threat landscape
surrounding a specific enterprise.

The enterprise is a [region] [industry] [services] company. |t
has around [number] employees and annual revenue of [your

annual revenue].

Please provide a two-part analysis:
1) A summary of the relevant industry research. The
summary must adhere to the [taxonomy] framework. Each

section must include examp

les from the source material

and/or statistics such as forecasting or historical changes.
2) Alist of the 5-10 most relevant threat scenarios to be

Included in a subsequent ris
scenarios in a table format. |
following columns [column -

k assessment. Provide the
'he table must include the
], [column 2], [column 3]

[etc] and strictly adhere to [taxonomy].
(For columns | suggest Threat actor, activity and attribute)



¥} Review, adjust & report

You will be provided with a concise response with
references, examples and relevant threat scenarios.

But don’t stop here. Every analysis has its own specific
objectives. Make sure that yours are addressed.

If they are not, adjust your prompt or make new prompts
that are more specific to your problem.

Bonus
You now have your own cyber threat intelligence Al.



SUMMARY

Download relevant resources (20 minutes)

Upload material and taxonomy to your notebook
(5 minutes)

Prompt (see page X for suggestions) (5 minutes)

Review response and adjust prompts, output and create
report (90 minutes)



https://github.com/jacobdjwilson/awesome-annual-

security-
reports/tree/main/Annual%20Security%20Reports/2024

Verisframework.org

Notebooklm.google.com

www.linkedin.com/in/mbundgaard
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